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citizensec

"CitizenSec" — mssp.global
capanwsinape med KF LUOWASM
AknapaTTbIk Kayinciagik
KOMWTETIHIK Mamanaapsl Gipnecin
sacaraH woba.

MaTtepuan knbepkayinciagik
canaceiHOoarel 10 ¥uINpaH actam
Taxipubere Heriagenrex.

bizaiH, MUCCUAMBI3

— UMpPpnbIK anem yiid KaxeTTi Binim
MeH gargbinapgbl YAPETY apKkinbl
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knbepMmaneHWeTT apTThipy.
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I/1IeYMETTIK NHXEeHepus.

AnafakTap Kallan apekeT
eTenl?
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9/ieyMeTTiK UHXXeHepus

INeyMeTTIK NHXXeHepua — Bbyn Kynua aknapaTtThbl
any, a3uaHabl bargapnamadsl benceHgipy Hemece
ananKKa KaXeTTi apekeTTepai opbiHgay ywiH
acanaTtblH MaHuUnNynaLuuna.

cispi olnaHbacTaH apekeT eTyre mMexbypnenTi

KOPKbIHbILL HEMeCe KyaHblll cesiMiH TyAbipaabl, WyFbInabIK,

WaHe ceHiMAINIKTI nanganadagsl. Ofad Kapchel TYpY YLWiH,
® anafsKTapgblH 84icTepiH TYCIHY MaHbi3gbl:

I AnagkTap cizgid, aMounanapeiHbizbad MaHunynaumna xacan




KOpKbIHbIW NeH ..
//‘"_ l.lﬂffblﬂﬂ bl |{Th| Erep I3 TANANTARNL OpbMAAMACIMb,

/ nanpganaHagbl.  CUAHueTEReR SraTTanans,
/ Mon cisain, Gansinianon Begengi yiibimaapabix,
HADAPNACHIN THRMBIMH, M
X ci3re LaTLICTIH MEKs Blﬂﬂﬂ.ﬂpl ﬁﬂﬂhlﬂ
Imap#:; E.::T-yuum Hﬂpi HBHL
P =
Fd
Cizpin, woTsikbiaga kyghri
onepayMn Tipxenal.
Tpsll:ssuqunuul Eci:l-nn,upuay
10 wikne kapTa
B WyrbinabiK, apKeiabl ™ oepexrepmpacraness,
/’”_ KbICbIM KepceTegi.

Ciz Giaain, ex yapix
/,— KNMEHT TERIMIZAIN, Hbinsi ce3fep apKbinbl
Bipiciz, Gia ciare 2 R IR
T Y CEHIMOINIKTI apTThipagsbl.
WMAECaruiMBeIz Kenegi.
\

MuiHgarad agamoap

BYN YCBIMBIC T
\ Bapnbifel conai bt
——— icTeiai pen
ceHpipeai.

Erep xabapnama clanld sMoyianapeidBISgel Kosran
wartca, Kigipic #acadplia. QWnasbacTad wexke
fepexTepidiznl Bepmenis, acesic aKlia ayqapMaHtis,

AxnapaTTel pecMi BpHANAaR BpKEINL TEKCERIKI3 Hemece
yibiMra Tikeneil KoHbipay WankiHbl3.
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CDI/ILLII/IHI' XoHe CllaM.

L |:mu|_1~|n,|=|,.b|—.rn anicTepl
gHe asldianl Kopray songa
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- ®OUWKHr

— Byn Ganeik aynay cvaAKTbI, Bipak MakcaTbl — Cisgik
[epekTepidizgi ypnay.

=

/ PUWKHTTIK Wabybingap anekTpoHasiK nowta, CMC Hemece
MecceHIxXepnep apkbinbl xacakabsl xabapnamanap xiGepin,
cesiMTan aepexkTepli eHriayre uTepMensay MonkiMeH KapiHic
Tabagsl. i

OULLMHI

Knaccukansik afic, XanFaH xatTap MeH CifTeMenep apkeinsl
KYMWA OEPEKTEPre KoM XKeTKI3y.

SEO-dumwnur
IUbiHakb! BONLIN KBPIHETIH XaHe I3aey HaTWXENEPIHIK KOFapfbl
¥arbiHaa nanga bonarteid Kanrad calTrap, I,
LI
BULuUHr ManeepTal3mHr
Anaakrap TenedoH CHnamu wapHamara KiplkTipinres
aApKbINk KOHEIDaY 3nAHAL Barpapnama,
wanein, aknapar
any ywid Typni i
cueHapwianep cnnan Spear-QuLInHr 4
Tabaghl. Benrini 6ip agamra KaThieTel '/
XUHarFaH oepexTepre .
Heriaaenred MakcaTThl QULLIMHEE.
CMULLIKHS ?
CMC Hemece maTiHAik CnamMm-bULLIKWHr \
xabapnamanap apKbinsi ¢. _.f ‘5
b HanraH aKnapaT DULAHITIK KﬂTTEpﬂ,hIH_ i
S ibepy apici. Kannaw Tapanybl. .




dUWUHITI Kanamn
TaHyfa 6onaabl?

lWewim Kabbingayra
I acbiknaHbi3, 6ipa3
Kigipin oMnaHbIH,bi3.

2 Haszap ayanapy kepek 6enrinep:

» XaTTarbl HEMeCe XIbepyLWiHiH
MeKeHXaWblHgarbl Katenep.

« XKibepylWiHiH nowTa MekeHxanb
MEH KipIKTipinreH cinTemenepiy
TEKCEepIiHia. \

+ AMoumsanapra acep eTeTiH \
aKknaparTel CakThiKNeH
KabbinaaHbls.

« CanTTbiH MEKEHXAaWN XONblH
TeKcepiHis.

N




43 KyaikTi KocbiMLanapael
alnaHbls.

KopamangamaHbi3, spkallaH
TeKcepiHis.

5 Anpgay MeH TuiMai
YCbIHbICTapfa
anpaHb6aHbi3,
CaNKbIHKaHAObINbIK Tbl
CaKTaH,bi3.




OULLWMHI aHaTOMMUACHI

PUWWHrTiK wabysinFa
ceHiMmal KOHTeHT
¥acay:

1.

Kebidece gaekTi
TaKbipLINTAD
navganaHeinagsl,

. #anrau canTTapra

cinTeManep Hemece
IMAHOEl KOChIMLWanaps! ﬁ'Elp
HANFaH ANeKTPOHABIK
xaTTap DaWslHOanaamn,

Kyptangapgbis,
HasapbiH aypapy
WaHe angay:

L ¥FblN HEMECE AMOLMANEIK
TYRFBIgaH sCep eTETIH
xabapnamanap
Nanfanadsinans (MeiCans,
“AKLIMAHBIH 8AKTaNYLIHA
DipHelWe caFaT Kanisls],

Gl

L2

DPUWHHT XaTTapbiH
Wannai rapary:

Mannan Taparyra
apHanrad cepeepnepni
HeEMeCes XaTTapabiy 3aHas!
KEDIHYI yLiH OyapUwaH
Tipkeynik wasbanapo
apkknsl #ibepineal.
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i . Izpepal Xackipy:
HepekTepal MaHe KYnua

dknapatTrapibl any. ﬁﬂEﬂM&FvMHimmwaH
CanUTTapAk, xaTTapabl

AATTEFbI CINTEME 3aHOb KERIHETIH wibepyre nannanaHbUEaH

wanrax caiTka wibepean). AKKAYHTTAD MOABINAMBL.

Q04 Q005 Q06 Q07

Ypnaurau Eyn edal areHr...

AepeKTepal
nanpanady:
KypGaHgapibiy WeiHaWe!
Tipkeynik xazbanapkiHa
iy YLUIH 2nblHFaH
JepekTep KongaHsinagsp,

Kynusacespaepai
Kanawv tabaabl
YXeHe onapabiH, 6yn
apekeTi Here caTTi
oonapgbil?



CeHiMal Kynuaces
KaH,EI,aVl 60ﬂybl Kepek?

n-'p, RYTMACE3Igennl Kana ®acay KepekTiriH
B KaHaas *Jf WA cegaspn Byay oHa Pl H.FI iH
Erl.'I-H.._'.



CraTucrTuka:

o OysuinFad Tipreynik xazbanappbiH
o 80%-bl keH TapanfaH

KynuAcesaepai KkonpaHrax.

TinTi Mapk Llykepbepr bapnbik Tipkeynik
wasbanapoiHoa Gipaen Kynuaces KongaHfaHol
YLWiH By3bIFaH.

TaHbIC Xarpan ma?

Bia ceHiH e kelpe conan XxacanTbiHbIHAI
binemia. dpuHe, 6apnbik KynuAcesaepai ecte
cakKTay KWbiH...

CoHeiMeH KaTap, kubep anemae
BpyThopc aereH yreim Gap.

Byn anropuTMHIH KeMerimeH
Baprblk MyMKiH KOMBUHaLWANapAsLI
TaH4ay apkbinel Kynus cesgepgi
Taby apici. 9ncis, Kapananeim
KynuAcasaep GipHewe cekyHa
iWwiHae ByasInNybl MyMKIH.




Lewim: Kynusices
MeHe )XepPiH KONAaHbIH,bi3.

MaponeaepAaid MaHbi3abiNkLFEl BolbHIWA TYpREpI:

Kapanafbim MaHbi2gbLnbiK: MOFapE MaHBIZEINEK,:
Byn Kynurcesaep kynaeniki Byn KyNUACE3NEN KYNWA
TEMNCHIpMANED MEH KONAKETIMCIE BONTaH waHe ceslMTan nepexTepre
H:al’,nEIWJ,EI ?HHEH K_E!flﬂ 'r'y',llblpmaﬁTblH mﬂ:‘KETiMﬂmiKTi KDDFEﬁ.uhI.
CEpancTeR YiliH KongaHeinafsl,
= ONEYMETTIK Meninep, « BadkTie Tipeeynik masbhanap meH
» ANEKTPoHEBIK nowTa KA ENbIK, KOCBMLULBNSD,
cepErcTepl. o KaTibin Mok wxdpnay.
« Meccedxepnep, = FEyNWACEINED MEHEHapIHe
« Typni cafTTap MEH OHN3AH- KOMHETIMOINIK.
Oykesasn. » duinwinix konseeTivainici Gap

Tipkaynik wazbanap,

Kynuacesnep MmeHenxepl Bapneik Kynuaceanepoi
Kayincia cakTayra waHe aphip Tipkeynik xa3aba

Ke l-'.e c : ylWix Biperel, kypoeni KOMBWHAUWANEDALI
KonpaHyra kemexkTeceni. Byn By3siny Kaynid
a3alToin, gepexkTepinian Kopraiabl.

Bapabi, KynWuacesnepai Cinapibl MEMBIZOBIBIFBIHE Kapan Oenikia
Oip ®epie caKkTamManbl3. (#OFapE=E KepoETINrERLERA),

Kynuaceagep meHegmepin kangaqHeHeEG, Onap kynuaceanep) kayincia
caKTaynbl wade Gackapyns KaMTamMace:s eTeqi.

Kypaeni kene Giperel kynuscesgepil kacansis, 00 ywin kynWacesaepn
mMeHsnwapnapinger] kiplkriplnres redepatopnapOe KonaaHeigea.

Erep cia g3 wynuacesidizbed Cenicetin Boncanpl, oHsl Genikrepre Benin xibeplyia;
Tormb:, MyrRcesal Dip CepsrcTiH Kemerived xibepmeania. Muicansl, K¥mRcaaaid g
fanird MecceHa e apxbine, an Kansad Ganirid KoHsIpay HeMece Backa BainaHec
BPHACH ApKENLL XiDEpiKi3,

¥YceiHbinaTeiH meHepkepnep: Dashlane, 1Password, KeyPassXC,
Bitwarden, Enpass.
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Do not touc
my phonel

Ciagl TenedoHslHb30a — #ekKe
BacTan kap®binkik aknan: ¥
caKTanagsl. ] i
OHbl KayinTepaeH kanah Kopra
Gininia. '
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Fap)xeTTepai Kopray

FapxeTtep — 6yn Bisre t;ame*n‘ri Eapnbl K

aknaparbiMbi3fbl cakTayra Myn
KyaTThl Kanta Komnstotepnepi.

3aMaHayu anasKTh
nepexktepal :teuuﬂ’ﬂ‘. [
Kipegi. '

Byn anaskTapra ﬂia:tiﬂ arbi+ - pacimaeyre
KBHE KapXbIAbIK ONEPaLMANap KYPrisyre MyMKiHAIK
Gepegi.
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Lewim:

BizgiH, KypbiUWblNapbiMbi3bl KOpFayabiH,
Heri3ri wapanapbi:

1

20

KyPBINFbIHBI KOpFay YLWIiH KYpaeni
kKynuaces, NNMH-kog opHaTbiHbI3
MaHe BUOMEeTPUAHLI KON4aHbIHbI3.

SNeKTPOoHAbL! KYPbINFbINapbiHbi3fa KocbiMLanapabl
TEK pecMu KesgepaeH xykTeHis: Google Play
Hemece App Store KocbiMLanapbiHbiH Kayincisgik
genreii xorapeipak, 6onbin Tabblnagbl.

CeHiMAal aHTUBUPYC 3UAHObI
barpapnamanapgbl aHolKTan, byrFaTtTayfa
KoMEeKTecea.

KoceiMwianapabiH, Ci3fiH gepekTepidiare
KOMXEeTIMAINITIH WeKTeHi3.

KypbinFbIHbIH KONAaHbICTaFbl OpHbIH BakbinayFa
XaHe ypnaHfaH Xafaanaa aepekrepal KawbiKkTaH
eLlipyre MyMmkiHaiK BepeTiH GyHKUUANapabl
KOChIMN KOWbIHbI3.

KypbinfFbl ypnadraHd Hemece Bysbinfad xarganaa
MaHbl3abl AepeKTepai XofanTnay yiliH onapabiy,
KeLipMeciH YHeMI xacan XYpiHi3.
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LLbiH 6a7?

DAKTUBKIMHT HaHE NeanHBInpMaUWsa:
Kanmah Koprasysa Donaisl?

21



dDaKTUEKUHr
XXaHe ae3uHdopmMaluma:
Kanamn KopraHyfa bonagbi

Des

uHpopmayns — Oyn agamaapabl ageni waracTeipyfa

GaruiTTanfad xanfad aknapat. An mucuHdopmauwms — Gyn

XKan

faH HEMECE KaTe aknapaTtTel abaicolaga Tapary.

Exeyi oe ceHiMCI3giKKe, KoFamaar bl NoNAPM3aLnaFa waHe
AMAHFa aKeneni.

de

22

WKTeppAi Taparnay yuwiH:

YaHanbiKTapabl pecMu Aepekkesnep
meH Factcheck.kz, StopFake.kz cusakTbl
dakTyekuHr nnatpopmanapbiHaH TEKCEPIHi3.

CbIH TYpfbICblHaH onnay

MEH MegunacayaTTbi/ibiIKTbl 4aMbiTbiHbI3,
byn cisre 06beKTUBTI AepekTepai 6enTapan
niKipnepaeH axbipaTtyfa KemMekTeceqi.

Xeke gepexTepal Kopfayra MyKWUAT BonbiHbI3.
MHTepHeTTe HeMece aneyMeTTIK Xeninepae
XapuanaraH Ke3 KenreH aknapatbiHbl34 bl
anafKTap es myanenepiHe nainganaHa
anaTbiHbIH YMbITNAHbI3.
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Wi-Fi 6ap ma?

Wi-Fi- s Kayincis nadganasy
IKONBEPSL. :




Koramonik Wi-Fl xenliepld gemancic KesiHae HeMece CaaiaTTapas KungaHy aTe
sirading, Gipak onap kayincia Gonmaysl s, Koramase Kayinrep mad asldani
KopFay Tecinaenin Kapac TEpA Ralk,

Koramabik, Wi-Fi xeninepiHin,
Macenenepi MeH Kayinrtepi:

L pnay iy, GonMayb: "OpTagars agam” Mlanras kipy HykTenopi:

i aB il Akl
KarnTeres ®enuep ANAAKTAD WibiHBWGI
oepesTengl wWhdpnamakilb, AnankTap cis Ged weni KepiHaT ancey
By weks annaparTH apachidia GeplreTiH weninepal =acalins,
(KYMAACEINED, KBDHbINbK, LOERSKTEDI YCTan anybl KOCHUraH MerOanaa Clamix,
popaxTep) YOaayra Mysklials  myskld. HaThseciioe: AspekTepldiare Kan
Gepanl, Ciaan nepedTapiHia WETHIEE ANGAGL

EIFE0TINN HEMBCE
VOMaHY b by MK

Wi-Fi-gel kayincis nafiganaHa oTeipein canxaTrTay Wongapst:

VPN KockhiHbIa: KoFaMAsk anire KOCLIAraH ke3fe apkawan VPN wodsid s,
VPN clagly aapextepldizal wwdpnaiis eHe oAaEaL yoTan anyisd Kooraffs,

Menini Tekeapin iz Maniviy WeHaksnsrsina Ko saTiclalia, Megsme
wblseETEpnepiHed eypaka KynlkTl aTaynapes) Gap kaninepneH aynag
LT TN

ABTOMETTE! KOCHINYAL! Bwipinis: Kypoinf sHBE a6 NEDEMETRIEDIHAES A6
ellfepie aaToOMATTH TYDHE KBasINyAb SWIBlKE,

Kapmbinsiy, onepaynanap TeK MoBnnbai VHTERHET apKbinest:
Korambisis wannep aplbint DEHKTIC ONSPEUWAREE HEMELE CaThin
Anynap wacapaHb.

Hawaprynap esexviniri: Bapnbag KyDENFeUE PGB LM Kayinciagi
HWAHBDTYNBPEIKNF DISKTLAINTH TEKCEDIHES:

Exi hanTopnbi sy TenTHdMKaLmn: Bap oy MaHbIaLb0 SkayHT Tap il
2Kl PaKToRNL Y TERTMRNKSLMARE KOCHIHgE,

o O b WN =

24



ANblHbI3 - KON KOWbIHbI3!

Heke AepexkTapiHiz DEH BKTHETEDIHIZA Kanal KopFayea
GonateiHbIE Gi3diH KeHECTERIMIanEH BiniHiz:

1tem count:
total:

card: xxxx5677987

auth: 586843379
cardholder:



XXeke He pepbec pepekTep

- Byn Genrini Gip asamaTka KaTeICThI HEMECE COM QEPEKTER
apKbiNbl aHLIKTanaTbiH aKknapar.

1. Manneira Konxetimo pepbec pepexrep: Ci3giH
KenicimiHiabeH Gacka apamaoapsFa KomxeTtimai Bonysl
MYMKIH aKnapaT (MelCansl, aTkl-3eHiHi3, MCH,
MeKeH ¥ alblHbI3).

2. WekTeyni konxeTimai gepexTep: KynMAnbINbIK Tl
cCaKTaydbl Tanan ETEﬂi, AaEHe FJaHMeEH KOpfanaTtbiH
KYNUANapasl KamTuabl (Melcansl, MequLUHANBIK,
KapKbinbik HEMECE KOMMEPLUWANBIK AEpeKTep).

HAEHTHDHKELWATBIX, BainaHc gepexTepi; Kapwbinsik, fepekTep:
gepexkTep: MCH, atbl- T¥paTohii MEXeH Xanbl, BAaHKTIK WOT HEMIDI,
HEHl, TYFaH ®yHI, Tenedad Hanipl, klpleTep Med WsFnlcTap
Tanky®aT Aspertepl, ANEKTPOHARIK NOLWTE, TYparis akNapar,
Me g HiiMHaRbiK, Binim Typani Kecifn gepextep:
AepexkTep: pepexrep: Ginim HYMBIC OpHEL,
MearidHansK #yriHy Aanreil, cepTudmkaTTap, nayadsiMel, Kacibn
Tapuxkl, Tannay Aunnomoap. AsFiBNaps.
HETHXENEPI.

OTBackl Margans: KozFaneic Typanst

TYpanl QepesTep: axnapar: Bapraq

Hekera gaTbicTh DpEHAARBIHBH

axnapar, bananap, TApWKbI, TRONOKELNA,

facka TybiCTap.

26



Has3ap aypapbiH,bi3!

DepexTepinisnl konaadyra pykcar bepmec BypbiH, kKeneci
#anTTapra Hazap ay4apbiibi3:

« [epexTepai MuHay xoHe aH ey makcaTtTaps: Onap
HE VILIH uHanaos?

« [lepexTepgi cakTay mep3imi: JepexkTepidiz gaHwa
yaweiT Nanganadsnarsid Gonage?

« Ywinwi Tynranapra gepexrepni Gepy mymingiri:
Cnap kimre waHe He yWwid Bepinyi Mymrid?

« lexkapaapansik, 6epy: [epexTepidiz wetenrs Bepinyi
My MKIH De?

« NlepexTepnin, MapuansineiFs: [epexTepibiz
WAPUANaHa ma?

CispiH, KYKbIKTapbiH,bl3 3aH,MEH KOpFanfraH

KaszakcTanoa gepbec nepextepai Kopray GipHelue 3aH0apMeH peTTenaai:
« KP "Nepbec pepexTep ®aHe onapiw Kopray TVpane” aadbs: Jepexkrepal »uHay
WaHe aHOeval, CoHOan-aK a3aMaTTapabid KYKbIKTaDbIH peTTeRal.

« KP "AxnapatTaHgeipy TYpans” 3adbl: AKNapartTelk KyAenepgeri gepexTepal
Koprainsl.

* A33MaTThiK KOAeKS: Mexe WaHe oTEaChINbIK KYNWAHL! KOpFay KyKbiFbiHa
keningik Gepeal.

o K BINMBICTEE KOQEKS MaHe JKinwinik KyKbik Byaysinkik TYpane KooeKc;

nepbec pepekTep TYpans! JaHHaMansl Bysransl Y WiH xayankepwinikTi
penrinergi.

27



Oepextepldlznl ki kaHe kanai
BHOET MATKaHALF L TYRans
H H aKnapar anmy.
Ci3giH,
B3 gepekTepiyianl earepTy HeMeoe
KYKbIKTapbiHbI3 5o

Dnapakl aHaevre Gepred
keniciMiHianl kanTapwIn any.

KYKbIKTapbiH,bl3 6y3blfiFaH XXarganaa
He icTey Kepek?

Erep pepexkTepiHis 3aHCbi3 HHanNca HeMece naiganasbinca:

ByaywbineikKa »on Gepred yibiMsa Xyridin, gepbec
JepexTepidiani ko bl Tanan eTikis.

KP LOAWABM AxnapaTThik KayinciagiKk KOMUTeTiHe
e-otinish noprans! apkkinel WaFkiM XibepiHis.

larbiMaa KepceTy Kepek aknapartap:
* AThI-XEHIHI3 XoHe DalinaxbiCc QepekTepiis.
» ByayWLINBIKTbIH TOMLIK CUNATTaMachl.
« Nanenpep (CKPUHLWOTTaP, XaTTap, yABIMHEIH
artaynl xaHe T1.6.).

NepekTepini3gi Kanan Kkoprayra 6onagbi?

« [Nepexrepnl edoeyra Keniciv Bepuec ByphaiH KyNHANLUNBIE,
CARCAThIHGIMN WARTTADLIH MYKHUAT OKbIHEII,

 GNEYMETTIK Meninepse cesiMTan axnapaTThl KapuanamMaHsa,

« Rypaen Kynuacesiepnl KonjakbiHbels KaHe onapabl yiHL
Tynranapra Bepmeda.

« [eperkTepiMisre KiMaie konseTivainiri Gap ekadid yHeml
TRKERRIN OTRIDEIMRIE.
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JLUK kayinci3giridiy, Kynusanapbl

3nekTpoHablk yudpnbik, Konta6a (LK) - 6yn anekTpoHas!
KyKaTTapFa KON KOKFa XaHe onapAbid TYNHYCKanueiH pactaysa
apHanraH kypan. On ciagin »eke gepekTepidisgi keHe
KYIKaTTapblHbi3abl KOpFay yWiH nannanadeinaasl. 3UK Karasnars
KONTaHDaHbIK anekTpoHAkl Banamaces Bonkin Tabkinans.

Erep anaakrtap cisgiv LUK xeke
KinTikiare Kon xeTkiace, onap

K d Y| nre p . Ci3giH aTeIHbI3gaH KyKaTTapra

KON KOA ananbi.

KopfaHbicC Wwapanapbil:

KinTrepgl kopranrad wepae cakradms (cmapt-
KapTanap, USB-Tokenpep).

AUK-men pymBIC ICTEYTE apHanfad Dargapnamanoiy,
WacakTaMaHbl MaHapTein OThipkIH b

Kypaeni kynnAceagepnl nanganaHbie 3
WEHE onaphhl YHEMI 83repTin aTelphiHb|3.

MaiganadbiNMaATEIH HEMECE IKOTANFaH 3NeKTPoHABIK,
umdppnsix KonTasba KinTTepid KaWTapein ansiveizl yn
BTE ManbI3ae, cebebi anarkTap Kebivece ocw KINTTEpre
KON weTkiayre TannbiHagol.

+ + + +

Xayankepuinik:

ALUK-Hbl KopFay wWapanapbid Kabningamaradsl YwiH, coHagan-aK ILK-
Hil YiWiHWI Tyrranapra Bepred] ywiH skiwinik Ky kb By 3y lkinsig,
Typankl kogeketid B40-6abbiHbiH 4 aHe S-Tapmak TapbIHA calkec
SKiMWINIK RayanKepLUini KapacTaipiFaH,

CoHbiMEH KaTap, KeuiMeicTalK kogekcTiH 205-6abuiHa cankec,
SKNapaT Teik MYyAere 38aHCHIE Kon kKeTkiareHl YUIH KelnbicTblk,
mayankeplinik Kesgenrex.
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09

AKLLaHbl KepceT!

Kan®bNsllg Kayinciapi«: axuwads ananrkTapaaH Kanai
Koprayra Donaael?
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Macenenep

« @uwmnHr: [lepexkTepgdi ypnay yuwiHd xacanfad xanfas
cauTTap/xaTtTap.

» CxummuHr: baHkomMaTTapra KypbinFbinap opHarsin,
GaxK KapTanapbiHblH, AepeKTepiH Kelwipy.

» Hecuenik anaakTbik: CiagiH aTbiHbiaFa 3aHCHI3 HECKHe
pacimaey.

Wewimpep

+

BankomaTTappabl Tekcepiuis: baHkomarTapga
CKMMMepnepaid, (nepHeTaKTanarbl HEMECE KapTa eHrisy
OpHbIHAA KYAIKTI aneMeHTTepaiy) Bap-woFblH Tekcepidis.

Cron-kpegut" GyHKUHACHIH KockiHbIa: Ciagid
Kenicimirisciz Hecue pacimoeygi Songbipmay yiliH
"CTON-KpeauT" PyHKLWACKIH egov.kz caiTkl HeMece
MoBUNLA] KOChIMLLA apKbiNbl KOChIHEIA .

Kayinciaz onnaiti-Tenemgep: Tex Tekcepinred caitrap
apKbifibl CaThin anynapael xacaxbis, OHNaiH TeneMmagep
YLiH XeKe KapTa nanfanaHeiHbi3: Kaptagarel
KapaxaTThl Tanem COMMACKIHA CalKecTeHAIpiHia .

3D Secure: Onepauuanapabl pacray ywid SMS-
KOLOTapAb! any MakcartsiHaa 6aHK apKbinel KOpFaHbICThl
KOCLIHBIZ.

Eki pakTopnbl ayreHTHduxkaumn (2FA): BankTik

KOChIMLIANAP MEH CaATTapAa KOChIMLLA KOPFaHBICTh
OPHaTbIHbI3.
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10

Bananap‘“— BI3aiH
oonawafrblMbl3

BananapblHbi3ibl UHTEDHET TEE KMDepKaTEDN2D
nMEH ananKTapaaH KoprayabiH Kapananbis Tecingepl.
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bananapfa apHanfaH X
Kubepkayincisgik

Macange! HHTENNeKT XKaHe TeXHONOrHANAP Typansi
oK HFa:

MakblHAa BNARKTAD KACAHAL MATENMERTTI
Manganadbin, GananeH aTa-aHackiHbiH aThiHay ¥WanraH
A3yblcThiK ¥abapnama wacarad xargan Donael. banafa
Genricis aaaMMen MEKTENTEH WLIFLIN KETY TyDank
eTiHIWNeH KoHbpay WanuHgbl, Gyn KoHbiDaygL!
wiGepred "aHace!” QBN aATRNAE, AnsAga BanaHsiy
KLIDSFLINLF Ll MEH OypLic yApeTinreRqirl apkaceiHis on
Margadageiy KyglkTi exeHiH TYCIHIN, epecekTepra
xafapnadbl. Byn oHel aybip 38pAanTapaad KyTKanas,

KOHTEeHTTI WeKTey:!

Keunec: DMNS wane poyTep DanTaynapsd KoA08HEIN, KEHETCI3
CARTTapra konweTiMainikT wesTeHia.
a @
e Muican: OpenDiNS, Axgexc DNS-cepeepi nemece Google
SafeSearch crakKTel DNS KeiaMeTTepiH OpHATRIN, KOHTAHTTI
CYIrAEH STHIZIHE,

ATa-aHa 6akbinaybi:

P Kedeo: Ganaruy WHTERHETTEr BenceHninirid Kagaranay yuwid
[ S— Google Family Link cumkTe ata-aHa Baksuinay sl KochiMUwanapsiy
OPHATEIH A

WacaHgbl UHTENNeKT TeXxHonormAanapeiH naﬁp,anany:

Kevec: DaysioTe demecs GETTI HaraHibl WHTEMMEKT A0k ik
B3rEpTY CUAKTH 3aMaHEYW TEXHOAOTMANAD TyYpanu xebapaap
GonsiHels BananapeHpiara wHTepHeTTer | Bapneik, Hapce
WikiHABIKKS calt ganmelTHie TyeiHaipina.

Oxwra: Bananapra anaskTaposiy, ¥anrad BHOE0 HoMece

AAYRICTHIE ¥2630RNaManap Kacay apKeifel Kanal aniaiTkHes
TYRanb! OKWFanapab anTwin Depinis.
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banaHbi36eH apHaiibl Kof ce3i:

KeHnec: BanaHbiabeH Bipre apHaiel ko
ce3 ounan TabbiHbi3. Byn ces3 banafa

COde TETEHUIe Xarfannapaa MaceneHi cisre
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Kayincia xxaHe Gankanmam xeTkisyre
MyMKIHOIK Bepegi.

Yapikcia puanor:

KeHec: bananapbiHbizbeH onapapid oHNanH-
apexeTTepiHd YHeMi TankKsinan oThiphiHbi3 XaHe
MYMKIH BonaTeiH KayinTepail TyYCiHAIpIHIA.

KayinciapikTi yapeTy:

KeHec: bBananapbiHbiaOsl KYLIKTI xabapnamanap
HEMECE YChIHLICTaP CUAKTHI KayinTi Xaffannapabl
SHbLIKTayFa YRPeTiHia.

BaiinanbicTapabl TEKCERY:

KeHec: bananapbiHbi3ObiH UHTERPHETTE KiMMeH
cennecin aTKasbiH MyKUAT Tekcepidia. Onapra
WHTEpHETTErl Bapnelk agamMaap e3fepiH WeiHank!
TAHLICTRIPLIN OTLIPMaYLI MYMKIH eKeHiH TYCIHAIPIKIZ.

Kayincis opTa kypy:

Kedec: YAne wHTapHeTKe BalnaxbICThl Kea Kenred
CypaKkTap Hemece Macenenepdi Tankemayra 6onaTteiH
Kayincia keHicTik ¥acaHsi3. BananapbiHbis Ke3 Kenrex
Marpanna cisfeH kemek cypai anaTelHeIH Bincly.
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